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Safeguarding guidance on community and social media support for refugee families

Schools should be aware of the following:

e There are many sources of support for Ukrainian refugees being organised that are offered
informally rather than through accountable, constituted organisations with safeguarding and
GDPR policies and procedures in place. These informal activities often include coffee and advice
sessions, and social media sites such as Whats App and Facebook groups which are used to
network and problem solve.

e Other organisations offering support may not be originally set up to cater for children and may
be unaware of their duties to safeguard children.

e Facebook pages and WhatsApp groups may be being used without sufficient regulation or
oversight, with users unaware that data protection laws apply as soon as a site is not a personal
page, with little control over the information and where it is shared.

2. Please be mindful of the risks if you are referring families or advertising these activities and
advise your families of the following:

e Parents have the right to control their family’s data and to know how it is being used, where and
why. Their personal data can only be shared with their formal written permission and then only
for the specific purpose the permission was obtained for.

e There are significant risks attached to sharing the following data and parents should be aware
that they must give consent and have the right to refuse:

o Identifiable photos of children
o Ages, names and locations of families
o Personal information such as medical needs or vaccination status

e Parents can call the Single Point of Access on 020 8547 5008 if they are worried about how their

data has been shared and used in relation to children.

See page 2 below for translations of point 2 to share with your families

Here are some links for further guidance:

e Advice from Richmond CVS to community groups

a guide from The National Centre for Cyber Security to help keep personal information safe on
social media and mobile phones

e Keeping children safe in the home | NSPCC specifically for hosts

a free 90-minute online training aimed at hosts, but useful for anyone involved in providing
support Keeping Peopl fe - ForH f Adult and Children Ref from Ukrain

e Information Commissioner's Office www.ico.org.uk - a range of resources and information on
data protection and an individual's right to control their personal data. For organisations

https://ico.org.uk/for-organisations/ For individuals https://ico.org.uk/your-data-matters/



https://drive.google.com/file/d/1u92Sc3poTPBeOBYP4AsKUFLinymY_aMd/view?usp=sharing
https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
https://www.nspcc.org.uk/keeping-children-safe/in-the-home/?utm_source=Adestra&utm_medium=email&utm_content=In%20the%20home&utm_campaign=20220530_KIS_CASPAR_May30
https://taye-s-school.thinkific.com/courses/Ukraine-Safeguarding-E-Learning
https://taye-s-school.thinkific.com/courses/Ukraine-Safeguarding-E-Learning
http://www.ico.org.uk/
https://ico.org.uk/for-organisations/
https://ico.org.uk/your-data-matters/
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Ukrainian translation for parents:

PekomeHgauii LLoao 3axmncTy cimen BixkeHUiB Y coljianbHNX Mepexax Ta B rpoMagCcbKux
rpynax

BaTbku MatoTb NpaBo KOHTPOMOBATY CBOI CIMEWHI JaHi Ta 3HaTU, K BOHU BUKOPUCTOBYHOTLCS,
[e i Ans Yoro. IxHi nepcoHanbHi AaHi MOXYTb ByTu nepeaaHi nuwe 3 ix oilinHoro
NMMCbMOBOIO 4O3BONY i NULLE 3 KOHKPETHOK METOLO, A1151 AKOT OTPUMAaHO A03BiS.

ICHYIOTb 3Ha4Hi pM3KKK, NOB’A3aHI 3 HAAAHHAM TakUX AaHUX, | 6aTbKM NOBUHHI 3HATH, LLO BOHMU
NOBWHHI AaTu 3rogy Ta MatoTb NPaBo BiAMOBUTUCS:

BnisHaBaHi gpoTorpadii giten
Bik, imeHa Ta micue3HaxomKeHHs cimen
OcobwucTa iHhopMmaLis, Taka 9k MeanyHi notTpebun abo cTaTyc BakunHawii

BaTbkn MoXyTb 3aTtenedoHyBaT 40 MicLeBOI paau 3a HomepoM 020 8547 5008, SKLLO X
TypOyeE, SIK BUKOPUCTOBYIOTLCS IXHi AaHi.

Russian translation for parents:
PekomeHgaumm no 3awmnte cemen 6exxeHLEB B coumanbHbIX CETAX U OBLECTBEHHbIX rpynnax

PoauTenu nmerot npaBo KOHTPONMpoBaTb CBOW CEMeNHbIE AaHHble N 3HAaTb, Kak OHU
ncnonb3yTes, rae u ana vero. VX nuyHble gaHHbie MOryT 6bITb NepeaaHbl TONbKO C UX
SIBHOIO MMCbMEHHOIO pa3speLLeHNs U TONbKO A5151 KOHKPETHOWM Lenu, A4S KOTopou
paspeLueHune 6bino Nnony4yeHo.

CyLLecTBYOT 3Ha4YUTENbHbIE PUCKM, CBA3AHHbIE C NPeoCTaBNeHNEM TakNX AaHHbIX, U
poanTenu OOMKHbI 3HaTb, YTO OHW AOSTKHbI AaTb corfiacue U MUMeoT NpaBo OTKasaTbCs:

Y3HaBaeMble POoTo aeTen

BospacT, nMeHa n mectoHaxoXxaeHne cemen

JInyHasa nHdopmaums, Takaa Kak MeguuUMHCKME NOTPEBHOCTM N CTaTyc BakuMHaUmm

Poantenn moryT no3BOHUTL B COBET Mo TenedoHy 020 8547 5008, eCriv Y HUX eCTb OnaceHus
Nno NoBOAY TOro, Kak UCNoJSIb3YeTCA UX NHOPMaLINA.



